Abstract
Introduction
In any communication network, different nodes communicate with each other in order to perform certain task; like in Wireless Sensor Network (WSN), thousands of nodes monitor's physical changes in the environment such as pressure, temperature, level of radiation etc. [1, 2] . Generally, each network has to collect some critical information which should not be disclosed to any unauthorized member, in order to prevent mismanagement of data. In recent years, the need of data assurance has been increased to great extent due to the nature of data and its usage in critical applications, where we cannot compromise with the security of data. Data verification schemes have been developed in order to verify that data received at receiver end has not been altered [3] . Different security measures are thus suggested in the literature [9] such as confidentiality, integrity, authenticity and availability. Authenticity is basically of two types: Source Authentication & Message Authentication where the former assures the identity of the user and the latter assures the reception of unaltered data. In order to ensure confidentiality and authenticity, various encryption and decryption algorithms were applied in the past [15] .
In order to ensure data integrity, various hashing algorithms are available. Hash function simply maps an input of arbitrary length to a fixed output by using a noninvertible compression function. Hash functions are very hard to reverse, due to which they have been used for providing security services such as data integrity, origin authentication. They are widely used in applications such as secure email, digital signatures, VPN (Virtual private Network), electronic voting, e-commerce and digital cash. Hash functions are more efficient than cryptographic primitives such as symmetric and asymmetric ciphers [7] . Over the years, many changes have been proposed in the Hash algorithms in order to enhance the strength. There are basically two existing families used for calculating Hash: One-way Hash such as MD family, which constitutes of MD2,
Proposed Algorithm
The proposed algorithm is designed to secure one-way hashing algorithm of 128-bit by enhancing the complexity of the function. It is clearly observed from Figure 1 that proposed scheme inherits the architecture of MD5 algorithm. MD5 algorithm is one of the hash standards which are recommended by Network Working Group under [16] RFC 1321. To enhance the impact of MD5 in terms of randomness, certain blocks are appended such as Expansion, S-box, and Permutation into the MD5 architecture. Further, instead of using 2 32 modulo addition in MD5, 2 48 modulo addition used in proposed algorithm. The whole process is divided into three steps:
Pre-Processing Step
It consists of three steps: Padding the message, dividing of message, and initialization of hash values.
2.1.1.
Step 1: Hash algorithms have a constraint of input length. Therefore padding has been done in order to ensure that padded message is multiple of 512. Padding is done by appending single '1' bit followed by '0' bits till the length of bits in the message becomes congruent to 448 modulo 512.
Step 2:
The message is divided into blocks of specified length. In the recommended technique, a block of 512 bits is used. Then entire message is divided into blocks of 512 bits as seen in Figure 3 , and each 512 bit block further divided into 16 blocks of 32 bits each.
Step 3:
Before further processing, four 32 bit word registers A, B, C and D are initialized with following values mentioned in Table 1 .
Table 1. Initial Hash Values

Registers
32-bit Words
A 01234567 B 89abcdef C fedcba98 D 76543210
'F' Function
The strength of the proposed technique is due to the integration of 'F' function. It constitutes of expansion, permutation and S-box block as depicted in Fig.2 . Expansion block is used to transform 32 bit input data to 48 bit data. Later it undergoes 2 48 modulo addition followed by substitution box which converts the 48 bit data to 32 bit data. At last, permutation is done in order to achieve more complexity. Rest all the working is similar to MD5.
Generation of Message Digest
The word registers are updated after execution of 2 48 modulo addition operation between the initial value and final output value of word register. After the generation of preliminary message digest, next 512 bit block of message and updated value of all four words register acts as a next input for compression function. The message digest of the complete message is obtained after the processing of the last block of the input message. 
2.4.5.
Step 5: 'F' function has to perform following tasks. In first instance expanded value of register A and function g containing 48 bit data has been provided as input to perform 2 48 modulo operation as in equation 7 and then their output consisting of 48 bit has been provided to 'S' and 'P' block as in equation 8 and 9 in order to convert 48 bit data to 32 bit.
Results and Discussions
To demonstrate the effectiveness of our technique, we performed a set of different statistical tests to show the randomness of the message digest for the different set of inputs. Message Digest values for different set of inputs are clearly mentioned in Table 2 .
Frequency Test
Frequency test is used to determine the proportion of number of ones and zeros in entire sequence. It checks the closeness between the number of ones and number of zeros. A sequence is said to be random if the proportion of zeros and ones are close to each other [11] . It is clearly observed from Table 3 that proposed algorithm is much better than another mentioned techniques. 
Run Test
The purpose of applying this test is to measure the number of runs in entire sequence, where run specifies the number of uninterrupted sequence of identical bits [10, 11] . Table  4 clearly depicts that proposed algorithm has higher rate of interruptions. 
Binary Derivative Test (BDT)
BDT is performed through exclusive-or operation between successive bits until we get only one bit left in the last and store it in different variables, followed by finding the ratio of number of ones to the length of entire sequence in each case. At last, find the average of ratio of all the sequences. If the value lies near to 0.5, then consider the sequence as random in nature [17] . Therefore from Table 5 , it is clear that output of proposed algorithm is random in nature. 
Avalanche Test
A small change in the input value can cause a significant change in the output message digest value. Generally, we measure the number of flipped bits [9] . Hence, it is clear from Table 6 that rate of change in number of bits is more in proposed algorithm.
ℎ * 100 (10) 
Random Excursion Variant Test
It uses the principle of cumulative sum in order to measure the randomness of the sequence. In this test, P-value is calculated using the error function (erfc) [11] as given in equation (11) . If the P-value > 0.01, then the sequence will be consider as random sequence. Therefore from Table 7 , it is clear that output of proposed algorithm is random in nature. P-value in Random Excursion Variant test can be calculated using following formula:
Throughput
Cost of the network resources such as bandwidth is quite high. It is desirable to make the best use of resources by reducing the amount of redundant data transmission. Throughput can measure by using equation (12) .
International Journal of Security and Its Applications Vol. 10, No. 6 (2016) Proposed technique appends the message digest of 128 bits with the data which is quite less as compared to others, thus enhancing the throughput of the system. 
Conclusion
In this paper, a new scheme is recommended which is formed by the combination of the basic architecture of MD5 with expansion, substitution and permutation function. The recommended technique is tested on a statistical test suite for random and pseudorandom number generators for cryptography applications introduced by NIST. After analyzing proposed algorithm on different tests, it is clearly observed that performance of the proposed algorithm has improved the performance over the existing MD5, SHA-160, SHA-256 and SHA-384 algorithms. Hence, proposed scheme finds its applicability in the data sensitive environment.
